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Abstract

Identifying risks and prioritizing is important for payment service provider (PSP)
companies to get banking projects and gain more market share. However, studies
regarding the identification of risks and causal relationships are insufficient in the
Iranian PSP industry and the industry is unique because of its characteristics. In this
study, 30 experts involved with PSP companies are employed as the research sample.
Eleven key risks and Forty-six sub-risks are also identified. Subsequently, the fuzzy
decision-making trial and evaluation laboratory technique is applied to determine the
effective and affected risks and the severity of their effects on each other. Finally, all
risks are ranked. Due to the internal interrelationships of the main risks, the weight of
each risk is calculated via the fuzzy analytic network process. As the second-level risks
have no significant interrelationships, they are ranked via the fuzzy analytical hierarchy
process. Moreover, the best-worst method is used to ensure that the obtained rankings
are reliable. This study identifies the risks affecting the loss of banking projects and
determines the impacts of these risks on each. A sensitivity analysis is then conducted
on the weights of the criteria, and the results are compared.

Keywords: Payment service provider (PSP), Risk identification, Risk assessment, Fuzzy
decision-making trial and evaluation laboratory (DEMATEL), Fuzzy analytic network
process (ANP), Best-worst method (BWM), Prioriation

Introduction
Globalization has influenced the technological transformation, customer expectations,

Internet use, E-commerce, and the intensity and diversity of competition among orga-

nizations. Currently, electronic banking is ubiquitous. The speed of transformation in

the business world is increasing, and banks continue to seek innovative services for

their customers. Major financial firms such as payment service provider (PSP) compan-

ies in Iran mediate between banks and their customers, and provide more convenient

payment services for the public. Banking payment services facilitate payment opera-

tions for various businesses via channels such as Internet payment gateways and pay-

ment applications. Such services are provided by PSP companies to facilitate the

payment of services or goods without using bank notes.
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In the wake of the public’s acceptance of new payment tools, banks have also realized

the importance of attracting funds and the turnover created by the non-use of cash;

thus, they aim to increase their activity in this area. E-banking today is indispensable.

The expansion and promotion of electronic payment require the installation, commis-

sioning, testing, and maintenance of point of sale (POS) terminals, as well as the launch

of software for Internet and mobile payments. According to the E-money Act in Iran,

banks can delegate the task of providing payment services to PSPs (licensed by the

Central Bank of the Islamic Republic of Iran) via contracts.

Currently, 12 PSP companies are eligible to provide services for banks in Iran. Since

banks are considered as the customers of PSPs, these companies intensely compete to

keep customers and gain more market share. PSPs that can better identify and respond

to the needs and desires of their clients can retain and grow further in this industry

since two main challenges for these companies are the loss of contracts with banks and

M&A by rival companies.

Project risk management primarily identifies, assesses, and controls the risks of projects.

Moreover, due to the existence of different stakeholders with varying criteria for assessing

the success of the project, measuring the success of the project is challenging. Identifying

risks as the first step in the risk management is essential for the successful implementa-

tion of projects. In the second step, the identified risks associated with PSPs’ banking pro-

jects are assessed and prioritized. Identifying and prioritizing these risks will significantly

help PSPs to identify key risk factors and prioritize them to satisfy their current customers

and sign new contracts with new banks. This study employs the Delphi method for the

risk identification process; the risks affecting the loss of banking projects in PSPs are iden-

tified, and the impacts of these risks on each other are determined.

One of the decision-making tools to identify and prioritize the impacts of risks on

each other is the combination of the decision-making trial and evaluation laboratory

(DEMATEL) and fuzzy analytic network process (ANP). Moreover, the best-worst

method (BWM) is beneficial for determining the weight of each risk. The appropriate-

ness of these approaches for prioritizing risks is mentioned in previous studies. How-

ever, since this industry is emerging, these risks have not been identified and assessed

in Iranian PSP companies. The outcomes of this research are based on the

prioritization and importance of the known risks in this industry. Since this industry is

rapidly advancing, the risks vary continuously. Therefore, the ranks are not constant.

This study helps managers identify risks and provides scope for future research.

Literature review
Project risk management

Project risk management is conducted to identify and analyze risks for easy com-

prehension and effective management (Mojtahedi et al. 2010). All projects are sub-

jected to potential risks. Project risk management is responsible for responding

appropriately to project risks (Marchewka 2009). Project risks should be identified

and evaluated based on the probability of occurrence and their potential impacts

on the project (Cooper et al. 2005).

There are various techniques for identifying project risks, and no unique solution

qualifies as the best identification method (Kasap and Kaymak 2007). Information
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collection techniques for risk identification include mental storms, Delphi, inter-

views, and analysis of Strengths, Weaknesses, Opportunities, and Threats (SWOT)

(Rose 2013).

For general risk management, Jiang et al. (2009), in their study in China, stated that

electronic intermediaries are one of the most important business models in the Internet

era. They found that consumer trust was influenced by three factors: brand credibility,

perceived technology acceptance, and individual consumer differences. Hui et al. (2008)

identified the risks in the internationalization of Chinese hi-tech companies by integrat-

ing Miller’s international risk theory with Johanson’s progressive internationalization

theory. They formed the combined model of internationalization entry-degree and inte-

grated risk perception.

Xu et al. (2011) showed that host country risk, as well as cultural distance, have sig-

nificant effects on the entry mode choices of Chinese enterprises.

Diao and Ghorbani (2018) identified a variety of production risks and human factors that

positively or negatively affect production. They also distinguished useful methods to tackle

identified human factors, thus highlighting working attitude, safety awareness, creativity, and

environmental protection awareness, which affects production risks in thermal power plants.

As for risk identification and management of PSP companies, Park et al. (2019) inves-

tigated mobile payment services and examined the relationship between risk, profit,

and trust in accepting mobile PSP services according to effects of demographic factors,

such as income, age, and education.

To protect consumers’ financial transactions, PSP companies should develop security

programs to increase consumer confidence in using these services, which, in turn, in-

creases the interest and engagement of other consumers (Heitz-Spahn 2013).

Reducing uncertainties regarding beliefs and environments increases trust in technology

and service providers. To get started on using PSP mobile services, consumers must first

open an account with PSPs. Second, customers must send payment requests and make

transactions. The final step is the settlement (Nambiar and Lu 2005). Risk can occur in

any of the above steps, such as unauthorized transactions, transaction errors, inadequate

records and transaction documents, transaction uncertainty, privacy issues, and problems

in mobile or device network reliability (Bauer et al. 2005). By reducing these risks, PSPs

can increase consumer confidence (Wachinger et al. 2013; Zhou 2013).

Kim et al. (2008) stated that if the risks are high, understanding that the potential bene-

fits outweigh the risks can motivate consumers. Therefore, risk recognition is one of the

most important factors in dealing with online and mobile payments (Slade et al. 2015).

PSP service companies should evaluate payment plans and assess the risks associated

with payment services in payment plans and they must be updated regularly. Regular

risk assessment makes sense in the light of rapid technological advances and the fact

that fraudsters have become more organized and their attacks, more sophisticated

(Kovacs and David 2016).

PSPs must evaluate the adequacy of their internal security controls against internal and

external risk scenarios. These controls should cover all processing, control, and payment

process, including access to payment services, and monitoring and authorization. The first

recommendation can be divided into five general control and security actions (i.e., govern-

ment matters, risk identification and assessment, monitoring and reporting, risk control

and reduction, and traceability). The second recommendation includes specific control
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and security actions for payment services (including customer identification and basic in-

formation, customer authentication, customer registration, registration to provide client

or software authentication tools, login attempts, validation, monitoring, and protection of

sensitive payment data). The third recommendation is customer education and communi-

cation (including notification, limitation, and customer access to payment status informa-

tion) (Kovacs and David 2016).

Application of decision-making models in risk management

Decision-making models have been used in many studies in the field of risk, some of

which are presented in Table 1. The novelty of this study regards the identification of

risks in the PSP industry.

Risk management is essential in projects. As management process must be conducted

empirically and systematically, one of the risk management stages that has been empha-

sized by many researchers is the assessment and analysis of risk factors regarding pro-

ject goals. After identifying risk factors in projects by means of the DEMATEL-ANP

technique in the PSP industry, it is implied that the financial and external risks, as well

as the contractual and operational risks, have the highest impact. The results are also

applied in industrial models. The fuzzy theory is used to reduce the mistakes of experts

(Soofifard et al. 2017).

According to Chen et al. (2016), reducing project risks of information systems and

improving organizational performance has become an important research concern. The

research outline of their study is constructed from the Stimulus Organism Response

(SOR) framework based on related studies, which is comprised of the stimulus of the

project risk, the organism of project management, and the response of organizational

performance. DEMATEL-based ANP (DANP) is used as a decision-making tool for

analysis. The results revealed that effective project management reduces project risk

and enhances organizational performance. Moreover, organizational environment risk

is the most challenging among all types of project risks. Supporting senior managers is

crucial in project management, and the multi-dimensional aspects of an organizational

performance have received equal attention, thus indicating that financial performance

is not the only essential object (Chen et al. 2016).

Table 1 The brief review of the application of DEMATEL-ANP and BWM techniques in risk
management

Literature Subject Methodology

Nazeri and Naderikia (2017) Identification of the critical risk factors in
maintenance management

DEMATEL-ANP

Fazli et al. (2015) Crude oil supply chain risk management DEMATEL-ANP

Zhou et al. (2014) Safety assessment of high-risk hydropower-
construction-project work system

DEMATEL-ANP

Ouyang et al. (2013) Information security risk control assessment DEMATEL-ANP

Tsai et al. (2013) Information technology auditing and risk control
in resource planning

DEMATEL-ANP

Mohaghar et al. (2017) Appraisal of humanitarian supply chain risks BWM

Torabi et al. (2016) Risk assessment framework for business
continuity management systems

BWM
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Dehdasht et al. (2017) recognized the dimensions and variables of critical risk factors

that can have a significant effect on risk management in oil and gas companies (OGC).

Following the DEMATEL analysis, the interdependencies among risk groups were eval-

uated to improve decision-making in OGC projects. The results showed that “financial”

and “technical” dimensions are the most important due to their interrelationships with

other dimensions. Accordingly, it could be concluded that “environmental” risk factors

are critical for the successful execution of risk management in OGC projects due to

their effect on other factors. Furthermore, improving other risk factors without attend-

ing to the risk factors classified in the environmental dimension cannot lead to a desir-

able result. Moreover, due to the obtained weighting of the critical risk factors in OGC

projects by the ANP model, it was concluded that “contractual” and “design and con-

struction” are the most affecting risk factors. Thus, it was found that the “lack of finan-

cial supports for projects,” “errors in designing,” “delay in auditing and monthly

contract payment,” and “poor quality of purchased material or material loss” are essen-

tial risk factors in OGC projects. Hence, these risk factors require more attention for a

successful risk management (Dehdasht et al. 2017).

The crude oil supply chain is extremely complex and vulnerable to various risks. A

delicate understanding of the probable risks can help managers make effective deci-

sions. Thus, to identify the main risks related to the crude oil supply chain and deter-

mine the interdependency between risks, the best response strategy is determined via

an DEMATEL-ANP model. First, the DEMATEL method is implemented to determine

the interdependency between risks. The ANP method is then applied to evaluate the

importance of each risk. The results revealed that the most important risk area is regu-

latory and environmental risks. Moreover, cooperation policy is regarded as the best re-

sponse strategy (Fazli et al. 2015).

Planning to respond to the risks is important for project managers to control differ-

ent risks. After evaluating project risks, the final procedure is to choose a desirable re-

sponse to the risk. Hence, a comprehensive framework is defined in three main phases.

First, all the risks, responses, and their relations in a geothermal drilling project are de-

tected. The relations imply that there are inner and outer dependent relations. Then,

risks and responses are weighted via DEMATEL-ANP methods. Finally, a more realistic

solution is enabled by a zero–one integer programming, which reflects a budget and

other required constraints (Ghassemi and Darvishpour 2018).

Repair and maintenance are conducted to prevent the events leading to a malfunction

and disruption of the production process or the operation of the concerned equipment.

Finding the risk of equipment failure mode is one of the main methodologies in main-

tenance. Moreover, by reducing the high risk of failure mode, the reliability of the

equipment is enhanced, and the closure cost is reduced. Thus, to select an appropriate

maintenance policy, a fuzzy hybrid approach is employed, including failure mode and

effects analysis (FMEA), DEMATEL, and ANP. The weight of risk factors, failure oc-

currence, failure severity, and failure detection are considered in the FMEA. The

DEMATEL method is then used to consider the interrelationship among the main risks

which were determined via the fuzzy FMEA. Formerly, the weights of the sub-risks are

measured by the fuzzy ANP approach. According to a case study carried out in the repair

and maintenance of the Iranian Railways Co., the failures recorded in a computerized

maintenance management system (CMMS) were first categorized and evaluated by
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experts. The relationships between the risks and sub-risks and their weights were then de-

termined. The final weights of the risks and sub-risks were obtained by increasing the risk

priority number (RPN) via the FMEA, and six critical hazards were defined. Engine risk,

pneumatic risk, and transmission risk were the most important risks. Therefore, based on

the obtained weights, these risks were prioritized (Nazeri and Naderikia 2017).

In a study on hydropower-construction-project management, safety management

risks in the work system and the relationships of the risks in this area were calculated

via DEMATEL, and their weights were calculated using the ANP model. The results re-

vealed that the most important identified factors for safety management of these pro-

jects are monitoring and safety inspection, as well as organization and responsibility

(Zhou et al. 2014). Recently, an increase in artificial and natural disasters severely im-

pacted human lives. Hence, one of the important issues in human chain management is

to identify and prioritize different risks and find suitable solutions. In a case study in

the Tehran Red Crescent Societies, after identifying risks using the BWM, the import-

ance of each was examined. The outcomes showed that cultural contexts, poor aware-

ness, and poor education system were the most important humanitarian supply chain

risks (Mohaghar et al. 2017). Each organization is exposed to numerous risks. The busi-

ness continuity management system (BCMS) is one of the most recent and effective

risk management frameworks, which supports organizations in enhancing their resili-

ence to cope with the identified risks. Risk assessment is a major part of the BCMS.

Moreover, the results of applying the proposed framework in a real-world case study

for evaluating the risks obtained by the BWM, demonstrate that it can effectively han-

dle risk assessment and management process when implementing BCMS in an

organization (Torabi et al. 2016).

Research methodology
This study primarily identifies and evaluates risks to improve the services of PSPs.

Therefore, this research falls into the category of applied research (regarding purpose

and orientation) and a descriptive survey (regarding the method of collecting data).

Project risk management is primarily conducted to identify, assess, and control project

risks. Measuring the success of the project is challenging due to different stakeholder

criteria. The identification of risks is surely the first step in the process of risk manage-

ment. This study employs the Delphi method to identify risks. Given the subject matter

of the research, the target population includes senior executives, project managers, and

experts involved in PSP companies. A sample of 30 experts was selected to identify and

prioritize risks and prepare the required reports. Electronic payment service systems

are inherently complex; they incorporate a set of interdependent elements (the per-

formance of the representative offices affects corporate reputation and customer reten-

tion; consequently, customer retention enhances corporate credibility). Thus, a model

that cannot consider these relationships is not ideal for analysis. DEMATEL is among

the best decision-making methods that illustrate the causal relationships of factors; it

identifies the affecting and affected risks and the severity of their effects on each other.

Thus, to implement this technique in the first stage, the severity of the effects of the

risks on each other has been determined by using the pairwise comparison question-

naire. Moreover, the average expert opinion is considered as the input of the DEMA-

TEL technique. The DEMATEL method is used to quantify and prioritize the
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relationships among the factors, which allows for a clear representation of the relation-

ships within the system (Chauhan et al. 2016; Reyes et al. 2011; Wang et al. 2018).

Therefore, the output of this technique is illustrated as the causal relationships among

risks. The causal relationship network derived from the DEMATEL method was con-

sidered as the input of the fuzzy ANP technique, which was selected to identify the pri-

ority of risk. Notably, the weights of the respective risks was calculated via the fuzzy

ANP technique. A sensitivity analysis was performed on the weights of the criteria, and

the respective results were compared. Since the identified sub-risks had no significant

effect on each other, the fuzzy analytic hierarchy process (AHP) method was employed

to identify their weights. The BWM method was also employed to ensure that the main

risks were ranked according to similar results. Analyzing the results of the above

decision-making techniques resulted in the identification of risk causal relationships

and, ultimately, the prioritization of risks and sub-risks. Figure 1 illustrates the concep-

tual model of the research.

Delphi technique

The Delphi technique is employed to obtain consensus via a series of questionnaires

and provide feedback in key areas. The theoretical framework presented in Fig. 2 clearly

illustrates the principles behind the Delphi technique in qualitative research (Habibi

et al. 2014). With the Delphi method, expert views are collected by a coordinator. The

coordinator then provides a summary of the results for other experts, after which the

views are refined based on the summary of the previous results. Finally, after reaching a

consensus, the results are presented in the form of a report for decision making

(Antcliff et al. 2013; Cowan et al. 2015; von der Gracht 2012).

Fuzzy DEMATEL technique

DEMATEL is a comprehensive method for designing and analyzing models with com-

plex causal relationships among factors. The graph-based observational method pro-

vides visual programming and problem-solving such that related factors can be

categorized as cause and effect, which renders the relationships to be better under-

stood. DEMATEL’s final product is a visual map showing the relationships between fac-

tors to help managers solve the problem (Vujanović et al. 2012). The DEMATEL model

is based on a pairwise comparison that utilizes expert opinions on the extraction of fac-

tors. The systematic structuring and application of the principles of graph theory to

provide the hierarchical structure of existing factors, along with the mutual effect of

the factors is quantitatively determined (Patil and Kant 2014). The fuzzy DEMATEL

technique makes decision-making easy in an uncertain environment with fuzzy linguis-

tic variables (Zhou et al. 2011).

The steps of the fuzzy DEMATEL method are as follows:

Step 1. Determining the criteria (factors) and designing the fuzzy linguistic scale

At this stage, it is necessary to set criteria for evaluation. The fuzzy linguistic scale is

then determined in the evaluation of the direct impact of each factor on the other fac-

tors. Table 2 presents the triangular fuzzy numbers and the fuzzy linguistic scale.
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Fig. 1 The conceptual model of the research

Fig. 2 The theoretical framework of the Delphi technique in qualitative research
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Step 2. Formation of the direct relationship matrix

At this stage, the direct impact between the criteria is conducted with the help of ex-

perts via the 5-level comparison scale (Table 2). In these matrices, ~zi j ¼ ðlij;mij; uijÞ are

triangular fuzzy numbers and ~zii ¼ i ¼ 1; 2; 3;…; n are the fuzzy number of (0,0,0) (Yeh

and Huang 2014). Moreover, a set of pairwise comparisons is obtained from expert opin-

ions regarding linguistic terms. If a decision-making group, including P experts, has been

questioned, the number P of the fuzzy matrix will be obtained by using any expert opin-

ion. P is the matrix of the direct fuzzy relationship of each expert. After summing up the

experts via Eq. (1), their arithmetic average is calculated via the matrix of the direct fuzzy

relation z, obtained from the matrices ~z1 ، ~z2 ،...، ~zp (Uygun et al. 2015).

~z ¼ ~z1⊕~z2⊕~z3⊕…⊕~zP

P
; ð1Þ

where P is the number of experts and ~z1 , ~z2 , ~zP are the pairwise comparison matrices

of experts 1, 2, and P, respectively.

Step 3. Normalizing the direct relationship matrix

Eqs. (2) and (3) are used to normalize the obtained matrix.

~Hij ¼
~zij
r
¼ lij

r
;
mij

r
;
uij
r

� �
; ð2Þ

where r is obtained via the following equation:

r ¼ max1≤ i≤n
Xn
j¼1

uij

 !
: ð3Þ

Step 4. Calculating the fuzzy general relationship matrix

After calculating the above matrices, the matrix of total fuzzy relationships is ob-

tained via Eqs. (4) to (7).

In these equations, I is the identity matrix, and Hl, Hm, and Hu are n × n matrices, in

which, the elements contain the lower number, the middle number, and the upper num-

ber of the triangular fuzzy numbers of the matrix ~T , respectively (Uygun et al. 2015).

Table 2 Linguistic variables and their equivalent fuzzy numbers

Linguistic expressions Numerical values Triangular fuzzy numbers

Extremely high impact (VH) 4 (0.75, 1, 1)

High impact (H) 3 (0.5, 0.75, 1)

Low impact (l) 2 (0.25, 0.5, 0.75)

Very low impact (VL) 1 (0, 0.25, 0.5)

No impact (N) 1 (0, 0, 0.25)

Source: Lee et al. 2011; Potdar et al. 2017
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T ¼ limk→þ∞ ~H
1
⊕ ~H

2
⊕…⊕ ~H

k
� �

;

~tij ¼ ltij;m
t
ij; u

t
ij

� �
;

ð4Þ

ltij
h i

¼ Hl � I−Hlð Þ−1; ð5Þ

mt
ij

h i
¼ Hm � I−Hmð Þ−1; ð6Þ

utij
h i

¼ Hu � I−Huð Þ−1: ð7Þ

Step 5. Defuzzifying

Eq. (8) is used for defuzzification. The resulting matrix is the T matrix (Özdemir and

Tüysüz 2017; Patil and Kant 2014; Yeh and Huang 2014).

dFij ¼
rij−lij
� �þ mij−lij

� �� 	
3

þ lij: ð8Þ

Step 6. Drawing the casual chart

The next step is to calculate the sum of the rows and columns of the matrix ~T , given

by Eqs. (9) and (10).

~D ¼ ~Di
� �

n�1 ¼
Xn
j¼1

~Tij

" #
n�1

; ð9Þ

~R ¼ ~Ri
� �

1�n ¼
Xn
j¼1

~Tij

" #
1�n

; ð10Þ

where ~D and ~R are n × 1 and 1 × n matrices, respectively.

After the defuzzification, the effectiveness and susceptibility intensity graphs are plot-

ted to form the basis of decision-making. (~D + ~RÞ is on the horizontal axis and (~D – ~RÞ
is on the vertical axis. The values ( ~D + ~RÞ show the importance of each factor. More-

over, the higher the value of this factor, the more important it is. (~D – ~R Þ on the verti-

cal axis, divides the factors into two causative groups. If ( ~D – ~RÞ is positive, then the

agent is the cause; if negative, it belongs to the effect group (Shieh et al. 2010).

Fuzzy AHP technique

The AHP technique is a well-known multi-dimensional decision-making technique, de-

veloped by Thomas L. Saaty. In this method, the decision-maker starts by providing a

decision hierarchy tree. This tree shows the indicators and decision options. A pair of

comparisons is then conducted. These comparisons determine the weight of each of

the factors in line with rival options. Finally, the AHP logic integrates the matrices de-

rived from the pairwise comparison such that it provides an optimal decision
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(Ghandehary et al. 2014). The basic assumption of the AHP method is the independ-

ence of the sub-criteria or criteria (Saaty and Vargas 2006). A good decision-making

model should be effective in ambiguous and inaccurate situations since ambiguity is

the common property of many decision-making problems (Yu 2002). In response to

this need, the AHP has been used by different authors regarding the fuzzy environment.

Chang (1996) introduced triangular fuzzy numbers to use in the fuzzy AHP method.

Further, the concepts of the fuzzy AHP are described based on the extent analysis (EA)

method. Thus, to simplify the AHP implementation method, instead of using the

super-matrix idea provided by Saaty, this study employs the matrix computations in

the EA method as its basis (Saaty and Takizawa 1986). The procedure is as follows.

Without considering the relationship between the criteria, the experts were asked to

evaluate the criteria based on pairwise comparisons. They answered questions such as

the following. Which measure has more impact than the others, and to what extent?

Triangular fuzzy numbers were employed to complete the pairwise comparison. The

geometric meanings of the expert opinions were then prepared for subsequent calcula-

tions. The pairwise comparison matrix represents the expert opinion, and fuzzy num-

bers adequately unite the scattered views of the experts.

Mij ¼ lij;mij; uij
� �

; ð11Þ

lij ¼ min Bijk
� �

; ð12Þ

mij ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiYn
k¼1

Bijk ;
n

s
ð13Þ

uij ¼ max Bijk
� �

; ð14Þ

where Bijk in Eqs. (11), (12), (13) and (14) represents the judgment of an expert k in

expressing the relative importance of the two criteria Ci , Cj. In the EA method, for

each of the rows of the pairwise comparison matrix, the value Sk, which itself is a tri-

angular fuzzy number, is calculated as follows in Eq. (15):

Sk ¼
Xn

j¼1
Mkj �

Xm

i¼1

Xn

j¼1
Mij

h i−1
; ð15Þ

where k denotes the row numbers, and i and j represent the options and indices, re-

spectively. In this method, after calculating Sk, their magnitude with respect to each

other should also be calculated. In general, if M1 and M2 are two triangular fuzzy num-

bers, the magnitude M1 is defined in Eq. (16) (Sevkli et al. 2012):

V M1≥M2ð Þ ¼ 1 m2≥m1

V M1≥M2ð Þ ¼ 0 L1≥U2

�
ð16Þ

Otherwise, V (M1 ≥M2) = hgt (M1 ∩ M2).

Moreover, Eq. (17) is given as follows:

hgt M1∩M2ð Þ ¼ u1−L2
u1−L2ð Þ þ m2−m1ð Þ : ð17Þ

The magnitude of a triangular fuzzy number of k is also obtained from the following

triangular fuzzy number:
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M1≥ M2;…;Mkð Þ ¼ V M1≥M2ð Þand … andV M1≥Mkð Þ: ð18Þ

More so, we use Eq. (19) to calculate the weight of the indices in the pairwise com-

parison matrix:

xið Þ ¼ min V Si≥Skð Þf gk ¼ 1; 2;…; n; k≠i ð19Þ

Therefore, the weight vector of the indices is as follows:

w0 ¼ W C1ð Þ;W C2ð Þ;…;W Cnð Þ½ �T ð20Þ

which is the vector of fuzzy non-normal coefficients.

The last step is to normalize the vector w′ and obtain the normalized weight vector

W, which is obtained by Eq. (21) (Dargi et al. 2014).

Wi ¼ W 0
iP
W 0

i
ð21Þ

Fuzzy ANP technique

The ANP is one of the multi-criteria decision-making techniques; it is the developed form of

the AHP (Lee et al. 2011). This method is used to solve problems in which criteria and alter-

natives are not independent. ANP is in the AHP format based on the Markov chain and has a

nonlinear dynamic structure (Ouyang et al. 2013). In the ANP process, the measurement of

relative-importance values, such as in the AHP method, is performed with pairwise compari-

sons ( Deniz 2017). The steps of the ANP approach are as follows:

Step 1. Design the model (network) analysis

The criteria that are relevant in the final decision and are identified by expert opinion

are linked to each other to constitute the network structure.

Step 2. Use the fuzzy AHP technique for the main criteria

The weight of all the standard criteria, regardless of internal relations, is calculated

by using the fuzzy AHP technique (Saaty and Takizawa 1986), which is presented in

Section 3.3. The results of this stage are shown by vector W.

Step 3. Calculate the interactions between the criteria

At this stage, the interactions between the criteria are determined. Experts analyze

the impacts of all criteria again through pairwise comparisons. For each criterion, the

pairwise comparison matrices are formed. These matrices are necessary to determine

the relative effects of dependency relationships. The normalized eigenvector for these

matrices is then calculated and shown as column elements in the matrix B of the de-

pendence of the weights. In this matrix B, the zeros are considered as criteria for the

weights of the eigenvector, which exhibits no internal correlation.
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Step 4. Calculate the relative dependencies of the criteria

The relative dependencies of the criteria are calculated by combining the re-

sults of the two previous steps. The purpose of the integration is to apply the

coefficients of the interdependence matrix (B) to the results of the fuzzy AHP

process (W).

The integration of these two is the fuzzy ANP process that is obtained by Eq. (22).

ωc ¼ BW ð22Þ

BWM

In multi-criteria decision-making methods, several options are evaluated by using

several indicators to select the best option. The BWM method is one of the new

decision-making methods that was presented by Rezaei (2015) and has so far been

used in some studies (van de Kaa et al. 2017). Based on the BWM method, the

best and the worst indicators are determined by the decision-maker, and a pairwise

comparison is conducted between each of these two (the best and the worst) indi-

cators and other indicators. A minimum-maximum problem is then formulated

and solved to determine the weights of various indices (Hafezalkotob and Hafezalk-

otob 2017). Moreover, a formula is used in this method to calculate the inconsist-

ency rate and check the validity of the comparisons. Among the distinguishing

features of this method, the following strengths can be mentioned, given the fea-

tures of other multi-criteria decision-making methods:

� It needs fewer comparative data.

� This method leads to a more robust comparison, which means that it provides

more reliable answers (Rezaei 2015).

The steps of the BWM approach are as follows (Rezaei 2015):

Step 1. Determine the set of decision indicators

The set of indicators is defined as {c1, c2,…, cn}, which is required to make a decision.

Step 2. Identify the best (more important, more desirable) and the worst (the

least importance and least desirability) indicators

The decision-maker defines the best and the worst indicators in general; no compari-

son is made at this stage.

Step 3. Determine the preference of the best index over the other indexes with

numbers from 1 to 9.

The preference vector of the best index over the other indexes is displayed as

AB = (aB1, aB2,…, aBn). In the aforementioned vector, aBj indicates that the best

index (B) is preferred to index (j), and it is clear that aBB = 1.
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Step 4. Determine the preference of all indices over the worst indicator with

numbers from 1 to 9

The vector of precedence of other indices relative to the worst indicator is AW =

(a1W, a1W,…, anW)T. In the above consideration, ajW is the index preference (j)

relative to the worst index (W), it is evident that aWW = 1.

Step 5: Find the optimal weights (w�
1;w

�
2;…;w�

n)

To determine the optimal weight of each of the indexes, the pairs wB
w j

¼ aBj and

w j

ww
¼ ajw are formed. We must then find a solution to satisfy these conditions in all j to

maximize the terms jwB
w j
−aBjj and jw j

ww
−ajwj for all j that are minimized. Regarding the

non-negative weights and the total weights, the model can be formulated as follows:

minmaxj
wB

wj
−aBj

����
����; wj

ww
−ajw

����
����

� 
;X

j
w j ¼ 1;wj≥0; forall j:

The above model can also be converted to the following model:

minξ;
s:t:

wB

wj
−aBj

����
����≤ξ; forall j;

wj

ww
−ajw

����
����≤ξ; forall j;X

j

w j ¼ 1;wj≥0; for all j:

Hence, the linear model of the above function is presented as follows (Rezaei 2016;

Salimi 2017). In this study, weights of indexes are obtained by using a linear model.

minξ;
s:t:

wB−aBjwj

�� ��≤ξ; forall j;
wj−ajwww

�� ��≤ξ; forall j;X
j

w j ¼ 1;wj≥0; for all j:

ð23Þ

By solving the above model, the optimal values of ðw�
1;w

�
2;…;w�

nÞ and ξ∗ are

obtained.

Calculating the compatibility rate in the BWM method

Using the obtained ξ∗, the compatibility rate is calculated. The larger ξ∗ evidently repre-

sents the higher compatibility rate. Since aBj × ajw = aBW and aBW ∈ {1, 2,…, 9}, the max-

imum value of ξ can be obtained. Thus, using the compatibility indexes in Table 3 and

Eq. (24), the compatibility rate can be calculated.
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Compatibility rate ¼ ξ�

Compatibility index
: ð24Þ

The closer the compatibility rates are to zero, the more consistent the results. It

should be noted that in the linear model, compatibility rates are not required. More-

over, the less the ξ∗, the more consistent the results (Rezaei 2016).

Case study
The results of the Delphi technique

The target population of this research consists of 30 managers, senior managers, and experts

who are active at central offices (Tehran) of the first-rate companies of Iran’s PSP industry

and have more than 10 years of experience in the field. Based on the Delphi method, risks are

identified and categorized by conducting a series of interviews with all the experts. It should

be noted that due to the nature of the DEMATEL and ANP techniques, the risks are reduced

as much as possible. Thus, certain criteria have been combined based on their content com-

patibility with the titles that include the desired criteria, which are used in the subsequent

stages. Finally, 11 major risks and 46 sub-risks are selected as important risks for the final so-

lution of the model. The risks are presented in Table 4.

The results of the fuzzy DEMATEL technique

The result of the implementation of the fuzzy DEMATEL technique is shown in Fig. 3.

Implementation of the fuzzy ANP and the fuzzy AHP techniques

Structuring the analysis model (network)

At this stage, the risks involved in the final decision are linked to each other by a panel of

experts, thus creating a network structure in the previous step (FDEMATEL technique).

Thus, to illustrate the relationships between the criteria and maintain the complexity

of the system with a manageable level simultaneously, it is necessary to adjust a thresh-

old value to filter out the negligible effects. Hence, only some criteria whose impacts

are greater than the threshold value should be selected and displayed on the network

relationship map. It is sufficient to calculate the average of the total defuzzified rela-

tionship matrix values. Moreover, all values smaller than the threshold value (consid-

ered as 0.222 in this study) are assumed to be zero, and their causal relationships are

not considered (Chiu et al. 2013). Therefore, Fig. 3 illustrates the relationship network.

Calculating the interactions between criteria

The next step is measuring and collecting data, which involves collecting expert infor-

mation for judgment on pairwise comparisons. Due to the fuzzy nature of the method,

scales in Table 5 are used to measure pairwise comparisons. Since the pairwise matrix

represents the expert opinions, fuzzy numbers adequately integrate the scattered judg-

ments of the experts. Regardless of the relationship between criteria, experts were asked

Table 3 Compatibility indices using the BWM method

aBW 1 2 3 4 5 6 7 8 9

Compatibility index 0.00 0.44 1.00 1.63 2.30 3.00 3.73 4.47 5.23
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Table 4 The risks of losing banking projects in PSP companies

Main risks Sub-risks

Recipient production process (A) A1: Inappropriate marketing of the executive staff

A2: Inappropriate marketing of the bank

A3: Inappropriate marketing of the agencies

A4: Absence of a suitable program for identifying and attracting specific
recipients(VIPs)

Terminal establishment process (B) B1: No timely allocation of the devices

B2: No timely installation of the devices

B3: Lack of adequate training of staff on how to work with the devices

Supporting process (C) C1: No timely repairing of faulty terminals

C2: Undesirable rolled up to the recipients

C3: Inappropriate call center response to financial problems

Recipient retention and satisfaction
process (D)

D1: Failure to provide the devices with desirable quality and hardware
specifications

D2: Inappropriate quality of device software

D3: Frequent technical problems

D4: Failure to meet customer needs

D5: Not paying attention to specific recipients (VIPs)

D6: No paying attention to complaints

D7: Lack of suitable program for keeping specific recipients (VIPs)

Executive interaction with bank (E) E1: Successive changes of the project managers and experts

E2: Changes of bank managers and their approaches to the PSP
company

E3: Inappropriate strategy of central office personnel

E4: Failure to comply with work ethics

E5: No timely response to bank requests

E6: Timely request for status

E7: Inappropriate behavior of personnel of agencies with the bank
branches

E8: Bank’s dissatisfaction with the company

E9: No timely delivery of the devices

E10: Repeating infringements

E11: Failure to provide reports and clarifications for highlighting
company achievements

The terms of contract and
commitment (F)

F1: Inappropriate contract with unreasonable terms

F2: Failure to adhere to the terms of the contract and mutual
obligations

F3: Lack of proper planning for achieving the goals of the project

F4: Disclosure of confidential information and documents of bank’s
customers

Company credibility and power (G) G1: Background of failure in other banking projects

G2: Increasing dissatisfied recipients

G3: Absorbing undesirable recipients

G4: Decreasing special recipients (VIPs) and attracting them by
competitors

G5: Lack of covering the operating costs with incoming payments

Efficiency of agencies (H) H1: The inability and inappropriate financial situations of the provincial
agencies
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to evaluate the criteria based on pairwise comparisons. They answered the following

question: Which risk has more impacts than the others, and to what extent?

In addition to forming a matrix of total risk pairwise comparisons, the matrices of

the pairwise comparisons are to be compared with the internal factors. Therefore, ac-

cording to Table 4, the risks associated with each other are first identified. The matrices

of pairwise comparisons are then formed. Dimensions of the matrices of pairwise com-

parisons required for each of the internal risks are presented in Table 6.

The geometric mean of expert opinions is then calculated for each risk. Table 7

shows the result of the average expert opinions regarding the main risks of this

research.

Table 4 The risks of losing banking projects in PSP companies (Continued)

Main risks Sub-risks

H2: No financial support of agencies from the central office

H3: Lacking sufficient standards and capabilities

Technical and operational (I) I1: Failure to establish a secure, stable and high-speed network

I2: Failure to quickly implement market needs

Research and development (J) J1: Lack of innovation and initiative in accordance with customer needs

J2: Lack of study and identification of market needs

J3: Being behind of competitive market

Advertising (K) K1: Being unknown in the market

K2: Lack of a quick notification of the company’s latest achievements for
market penetration

Fig. 3 Cause and effect diagram of the main risks
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The final weights of risks based on the fuzzy DEMATEL-ANP technique

The final weights obtained from the implementation of the fuzzy DEMATEL and fuzzy

ANP techniques are displayed in Table 8, and the risk rankings are shown in Fig. 4.

Since the identified sub-risks did not affect each other, a fuzzy AHP method was used

to identify their weights.

The sensitivity analysis of the fuzzy DEMATEL-ANP model

Sensitivity analysis makes it possible to consider the different values of decision-making

variables. There may be cases where, despite variable changes, the final output will not

considerably change. In this case, the final decision is not sensitive to that variable. In

some cases, however, small changes in some variables completely change the outcome

of a decision. In this research, a sensitivity analysis is conducted by changing the values

of the main factors according to the weights (w from Eq. [21]), which is the input of

the ANP technique.

Case 0 shows the main weights obtained from w, while Cases 1, 2, and 3 are the

probable values of w for E, B, and D risks, which are respectively the most significant

risk, the least important risk, and the intermediate risk. The final rankings of risks

based on the probable cases are shown in Table 9, which depicts the rankings based on

the changes. The results indicate that, in the real world, the actual situation and expert

judgment should be considered for determining the appropriate weights of factors to

Table 5 Linguistic phrases and fuzzy numbers for comparing the preferences of the criteria

Linguistic scale relative priority Triangular fuzzy scale Triangular fuzzy scale of the opposite side

Equally important (1, 1, 1) (1, 1, 1)

Almost equally important (1/2, 1, 3/2) (2/3, 1, 2)

Relatively important (1, 3/2, 2) (1/2, 2/3, 1)

Important (3/2, 2, 5/2) (2/5, 1/2, 2/3)

Great importance (2, 5/2, 3) (1/3, 2/5, 1/2)

Absolutely important (5/2, 3, 7/2) (2/7, 1/3, 2/5)

Source: Sinrat and Atthirawon 2015

Table 6 Dimensions of the matrices of pairwise comparisons based on the internal relationships
between the main risks

Risks Related risks Dimension of pairwise comparison matrices

A – –

B – –

C E –

D F, H 2 × 2

E – –

F E –

G H –

H D, E 2 × 2

I G –

J A, D, E, H 4 × 4

K A –
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Table 8 The final weights of the fuzzy DEMATEL-ANP decision-making technique

Main risks Sub-risks Weights

Recipient production process (A) 0.074

A1: Inappropriate marketing of the executive staff 0.2711

A2: Inappropriate marketing of the bank 0.2211

A3: Inappropriate marketing of the agencies 0.097

A4: Absence of a suitable program for identifying
and attracting specific recipients (VIPs)

0.4108

Terminal establishment process (B) 0.006

B1: No timely allocation of the devices 0.3723

B2: No timely installation of the devices 0.3788

B3: Lack of adequate training of staff on how to
work with the devices

0.2489

Supporting process (C) 0.031

C1: No timely repairing of faulty terminals 0.3487

C2: Undesirable rolled up to the recipients 0.2693

C3: Inappropriate call center response to financial
problems

0.3821

Recipient retention and satisfaction
process (D)

0.094

D1: Failure to provide the devices with desirable
quality and hardware specifications

0.1069

D2: Inappropriate quality of device software 0.1711

D3: Frequent technical problems 0.1854

D4: Failure to meet customer needs 0.0989

D5: Not paying attention to specific recipients (VIPs) 0.1522

D6: No paying attention to complaints 0.2124

D7: Lack of suitable program for keeping specific
recipients (VIPs)

0.073

Executive interaction with bank (E) 0.218

E1: Successive changes of the project managers and
experts

0.0043

E2: Changes of bank managers and their approaches to
the PSP company

0.0875

E3: Inappropriate strategy of central office personnel 0.1141

E4: Failure to comply with work ethics 0.1192

E5: No timely response to bank requests 0.1006

E6: Timely request for status 0.1054

E7: Inappropriate behavior of personnel of agencies
with the bank branches

0.109

E8: Bank’s dissatisfaction with the company 0.1589

E9: No timely delivery of the devices 0.0557

E10: Repeating infringements 0.1092

E11: Failure to provide reports and clarifications for
highlighting company achievements

0.0361

The terms of contract and
commitment (F)

0.099

F1: Inappropriate contract with unreasonable terms 0.2676

F2: Failure to adhere to the terms of the contract
and mutual obligations

0.2434

F3: Lack of proper planning for achieving the goals
of the project

0.1549
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Table 8 The final weights of the fuzzy DEMATEL-ANP decision-making technique (Continued)

Main risks Sub-risks Weights

F4: Disclosure of confidential information and documents
of bank’s customers

0.3341

Company credibility and power (G) 0.16

G1: Background of failure in other banking projects 0.2393

G2: Increasing dissatisfied recipients 0.1613

G3: Absorbing undesirable recipients 0.1111

G4: Decreasing special recipients (VIPs) and attracting
them by competitors

0.2299

G5: Lack of covering the operating costs with
incoming payments

0.2585

Efficiency of agencies (H) 0.125

H1: The inability and inappropriate financial situations
of the provincial agencies

0.2461

H2: No financial support of agencies from the central
office

0.2064

H3:Lacking sufficient standards and capabilities 0.5475

Technical and operational (I) 0.071

I1: Failure to establish a secure, stable and high-speed
network

0.5113

I2: Failure to quickly implement market needs 0.4887

Research and development (J) 0.068

J1: Lack of innovation and initiative in accordance
with customer needs

0.2405

J2: Lack of study and identification of market needs 0.378

J3: Being behind of competitive market 0.3815

Advertising (K) 0.031

K1: Being unknown in the market 0.5246

K2: Lack of a quick notification of the company’s latest
achievements for market penetration

0.4754

Fig. 4 Prioritization of the major risks of PSP companies based on the fuzzy DEMATEL-ANP approach
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prioritize the project’s failure risks and corrective actions (Liu et al. 2014). The results

of sensitivity analysis are presented in Fig. 5.

Implementing the BWM technique on main risks

At this stage, we obtain weights for each of the identified major risks with the BWM

method. Thus, the BWM specific questionnaire was first distributed among the 10

more experienced experts in this field who participated in previous research techniques;

each of them was asked to identify the most important and the least significant risks. In

the next step, the priority vector of the most important factor was determined by com-

parison with other factors. Thus, to determine this vector, the experts were asked to in-

dicate the priority of the most important factor from the other factors on a scale of 1

to 9. The preference vector of the other factors is then assigned to the least important

factor. This vector was determined by the same method as the previous step. The opti-

mal weights can then be obtained via the described relationship. Finally, by solving the

above models with the LINGO11 software, the optimal values of ðw�
1;w

�
2;…;w�

nÞ and ξ∗

for each of the research factors, as well as the 10 researchers, were achieved. Hence, to

Table 9 The final rankings of risks

Case 0 Case 1 Case 2 Case 3

AHPE = 0.1369 AHPE = 0.1069 AHPE = 0.0769 AHPE = 0.0069

AHPB = 0.0114 AHPB = 0.1114 AHPB = 0.0104 AHPB = 0.0314

AHPD = 0.1109 AHPD = 0.0409 AHPD = 0.1719 AHPD = 0.2209

A 6 5 6 6

B 11 8 11 11

C 9 10 9 9

D 5 9 4 3

E 1 1 1 4

F 4 4 5 5

G 2 2 3 2

H 3 3 2 1

I 7 6 7 7

J 8 7 8 8

K 10 11 10 10

Fig. 5 The results of the sensitivity analysis of the fuzzy DEMATEL-ANP approach
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calculate the final combined weights of each research factor and 10 experts involved in

the research, the arithmetic mean should be taken. The results of the final weights of

these factors are presented in Table 10. Based on the obtained weights by the BWM

method, Fig. 6 shows the rankings of the main risks.

Therefore, by solving the linear programming model of the BWM for each ex-

pert and calculating the aggregate weights, the factors of the executive inter-

action with the bank, the credibility and power of the company, and the

efficiency of the agencies are introduced, respectively, as the most important

factors. Since the value ξ∗ of each expert should be considered in the linear

model to determine the inconsistency of expert judgments, and every 10 ξ∗ were

Table 10 The final weights of the risks obtained by BWM

Risk Risk weight

Recipient production process (A) 0.062355

Terminal establishment process (B) 0.024552

Supporting process (C) 0.047682

Recipient retention and satisfaction process (D) 0.071893

Executive interaction with bank (E) 0.248863

The terms of contract and commitment (F) 0.093935

Company credibility and power (G) 0.187903

Efficiency of agencies (H) 0.121075

Technical and operational (I) 0.054921

Research and development (J) 0.047081

Advertising (K) 0.039740

Fig. 6 Main risk ratings obtained by BWM
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at the acceptable level, the compatibility level of the linear model of each expert

is also acceptable.

The comparison between the results of rankings based on the fuzzy DEMATEL-ANP and

BWM techniques

The comparison between the ranking differences based on the decision-making

methods used in this study is depicted in Fig. 7.

Conclusions
Expanding the activity of non-bank PSPs and applying new payment technologies, as

well as increasing the use of new and effective payment methods, are key goals in the

future development of cashless settlements. The modern economy needs a vast network

of PSPs to make electronic payment services available to everyone. This broad network

of PSPs must assess all their plans and identify all risks and evaluate them carefully to

uphold the mutual trust between both banks and financial institutions, and service

customers.

Furthermore, the identification of the risks and their causal relationships regarding

the Iranian PSP industry (which is unique because of its own specifications and charac-

teristics) has not yet been studied. Moreover, the BWM method has not been used for

risk prioritization. Identifying critical risks and prioritizing them plays an important

role in the success of the banking projects of the companies and provides the basis for

contracting with the other banks. If PSPs can build a reputation for themselves by

implementing risk management, they can gain the trust of banks, which can increase

the number of customers and contracts with banks (Jiang et al. 2009). The outcomes of

Fig. 7 The difference between the rankings of the main risks obtained by the fuzzy DEMATEL-ANP and
BWM techniques
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this research are based on the prioritization and importance of the known risks in this

industry. Since the PSP industry is rapidly changing, the risks varies; therefore, the

ranks are not static. The results of this study help managers identify effective risks and

provide scope for future research. Due to the lack of a comprehensive database, the

data are gathered through expert judgement. The scope of this research is limited to

Iranian PSP companies, and this study can be expanded to other countries. Regarding

future studies, the identified risks should be updated based on varying market condi-

tions. More so, other multi-criteria decision-making methods may be used, and the re-

sults must be compared. The uncertainty and ambiguity of the subjective opinions of

experts should be considered by using other theories such as the gray theory and the

theory of intuitive sets. Finally, the risk responses and appropriate solutions should be

evaluated, and the best ones should be selected via the process of risk management.
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